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C.I.A Triad is a model coined to guide information and data security in an organization. C.I.A stands for C-Confidentiality, I- Integrity and A-Availability (Farooq 2015). To avoid confusion with the Central Intelligence Agency (CIA) it is referred to as AIC triad. Confidentiality principle protects sensitive and private data information to unauthorized personnel. Data information is protected and restricted. Only various personnel can be allowed to access the data information, only those who need the sensitive information. If confidentiality is not adhered to damage may occur as the information has landed on the wrong hands. Access control lists, volume encryption and Unix file permissions are some of the means used in confidentiality management.
Integrity in the CIA Triad is designed to help in data protection from being deleted and modification. Unauthorized parties are not allowed to access information of authorized personnel. Authorized personnel can make a change on the information and data but a unauthorized personnel cannot and if so the change can be corrected and when its realized the change can be reversed.
Availability component of the CIA triad refers to the presence of ones’ data information in the system. Mechanisms such as authentication, channels accessing and information systems have to work in hand to provide security protection to data informatics when required. High availability in systems such as architectural designs to improve performance are required. A well-connected availability system will always provide data when required.
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